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            NEWBRIDGE-ON-WYE  CHURCH-IN-WALES  SCHOOL 

 

           ANTI-CYBERBULLYING  POLICY 
            --------------------------------------------------------- 

 

 

(This  policy  has  regard  to  Welsh  Government  Guidance,  “Respecting  Others:  Cyberbullying”  
057/2011  and  was  originally  developed  as  part  of  the  School’s  Strategic  Equality  Action  Plan    2012-
16). 

 

 
1    Introduction 
 
1.1   Our  School  has  had  no  reported  allegation  of  cyberbullying  of  any  pupils  or  staff  
within  the  last  5  years.  Nevertheless, we  regard  it  as  an  important  part  of  safeguarding  not  
only  to  teach  children  that  (like  all  bullying)  cyberbullying  is  absolutely  unacceptable  and  
wrong,  but   also  to  educate  them  on  what  it  is  and  how  to  resist  it  and  reduce  its  effects. 
 
1.2   We  recognise  that  very  many  children  rely  on  messaging  and  social  media  not  merely  
to  communicate  but  as  a  way  of  socialising,  belonging  to  groups  and  developing  their  
identity  and  that  this  will  continue. 

 
1.3   Because  of  the  School  ethos,  education  of  pupils  and   prevention  measures  (e.g.  
pupils  are  not  allowed  to  bring  mobile  phones  into  school  or  on  trips)  cyberbullying  of  
pupils  is  more  likely  to  be  committed  out  of  school  than  on  school  premises,  but  may  in  
appropriate  circumstances  still  be subject  to  school  discipline  procedures.  The  School  
therefore  regards  the  involvement  and  co-operation  of  pupils’  parents  and  families  as  of  
particular  importance 

 
 

2,   Cyberbullying 
 
2.1   “Cyberbullying”  is  “the   use  of  information  and  communication  technology (ICT), 
particularly  mobile  phones  and  the  internet  (including  social  networking  sites,  blogs,  email,  
video  and  messaging),  to  deliberately  upset  someone  else”  (WG  Guidance,  “Respecting  
Others:  Cyberbullying”  057/2011).  

 
2.2   Examples  include  threats,  direct  abuse,  harassment  or  stalking,  repeat 
unwanted  messages,  posting  insults  or  false  stories  on  social  media  sites  (“flaming”),  
sending  viruses,  exclusion  from  social  media  groups,  hacking,  publicly   posting /  
misrepresenting / deleting  private  information,  and   impersonation  to  send  unpleasant  
messages   in  the  victim’s  name 

 
2.3   Cyberbullying  is  a  means  of  carrying  out  the  various  different  types  of 
face-to-face  bullying  (racist,  sexist,  disabilities)  but  (as  appears  from  the  above  examples)  
may  also  involve  indirect  bullying, often  hiding  the  identity  of  the  bully.  It  is  a  means  of  
bullying  across  different  age  groups  with  school  staff  as  possible  victims  as  well as  pupils.  

 
2.4   The  audience  can  be  very  large  and  can  be  reached  rapidly  and  the damage  is  
difficult  to  close  off  or  remedy.  People  who  did  not  initiate  the  bullying  can  easily  become  
perpetrators  by  passing  on  messages  or  images.  Ignorance  of  potential  seriousness  or  
consequences  should  not   be  an  excuse  or  defence. 

 
2.5   Unlike  face-to-face  bullying,  cyberbullying  is  not  limited  as  to  location  and  can  cause  
the  victim  to  feel  that  they  have  no  safe  personal  space.  The  traditional  defence  of  
“walking  away”  is  not  open. 
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3      Understanding  and  talking  about  Cyberbullying 
 
3.1    The School uses a variety of resources to deliver lessons and assemblies on Cyberbullying, 
including; 
 

• CEOPs Resources and Lesson Plans 

• Think You Know Website 

• HWB 360° Safe Resources and Lesson Plans 
 
3.2    The delivery of cyberbullying lessons is mapped within the ICT scheme of work and within 
Healthy Schools planning and teachers identify resources appropriate to the needs of pupils.  
 
3.3    Assemblies are used to highlight key E-Safety messages and these Assemblies are 
delivered by the School’s Technology Team Facilitator and the School’s Pupil Safety Committee. 
The Safety Committee discuss E-Safety as part of their committee meetings and share key 
messages with the whole school. Staff discuss E-Safety and Cyberbullying within staff meetings 
and within Technology Team Meetings and Wellbeing Team meetings. The Technology Team 
Facilitator runs regular staff training.  
 
 
4      The  Anti-Cyberbullying  Code 
 
Our  School  will  promote  the  following  code  (adapted  from  the  WG  Guidance  p. 59)  in  
educating  pupils  to  avoid  or  mitigate  cyberbullying:- 
 

• Always  respect  others  --  be  careful  what  you  send  or  forward  about  them. 

• Think  before  you  send  --  do  you  want  everyone  to  see  this? 

• Treat  your  password  like  your  toothbrush  --  don’t  share  it  and change  it  regularly! 

• Block  and  report  a  cyberbully --  you  can  often  stop  repetition. 

• Don’t  retaliate  or  reply  --  it’s  what  a  bully  wants 

• Save  the  evidence  --  it   may  be  important 

• Make  sure  you  tell  someone  --  we  are  a  Telling  School  about  all  bullying. 
 
 
5     Policies  and  procedures  to  prevent  and  mitigate  Cyberbullying 
 
These  are  set  out  in  the  School’s  E-Safety  and  Safeguarding  Policies  and  include  the  
following:- 
 

• Staff  guidance  to  pupils  (appropriate  to  their  age)  on  appropriate  and  inappropriate  
use  of  internet  and  social  media,  E-Security  and  reporting  of  inappropriate  use 

• Information  security  such  as  encryption  of  personal  data  sent  by  the  School  by  
internet 

• Prohibition  on  pupils  bringing  mobile  phones  etc.  into  school  or  on  trips 

• Blocks  on  access  to  social  networking  sites  via  the  School  E-Systems 

• Acceptable  Use  Agreements  agreed  by  parents/carers  and  Junior  pupils 

• Rules  for  use  of  electronic  media  by  staff  and  for  management  of  the  school  
website 

• Express  statements  that  cyberbullying  is  a  serious  breach  of  pupil  or  staff  discipline  
or  of  the  Unacceptable  Behaviour  Policy  if  by  a  parent / carer 
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6     Protection  of  Staff 
 
6.1    We  recognise  the  risk  that  staff  may  suffer  cyberbullying  and  will  take  (or  advise  
staff  how  to  take)  all  reasonable  measures  to  prevent  it.  The  references  set  out  in  6.3  
below  give  access  to  professional  advice  on  e-security  on  how  to  reduce  the  risk  and  on  
countering  cyberbullying  if  it occurs. 
 
6.1A   The  duties  and  protection  of  staff  with  further  professional  advice  in  relation  to  cyber  
bullying,  the use of  social  media  and  e-Safety  are  set  out  in  the  HR  Social  Media  and  E-
Safety  Policy  2017  which  has  priority  in  the  event  of  any  inconsistency  between  the  two  
policies 
 
6.2    Staff  experiencing  cyberbullying  which  they  know  or  suspect  is  caused  by  a  member 
of  the  School  community  (pupil,  parent/carer,  governor, other staff  or close family of any)  
should  report  the   matter  to  the  Head  Teacher  as  soon  as   possible.  Staff  experiencing  
cyberbullying  from  outside  the  School  community  are  encouraged  to  consult  the  Head  
Teacher.   
 
6.3    The  following  references  give  access  to  free  professional  advice  on  how  to  limit  the  
risk  of  cyberbullying  for staff  or  pupils  and  also  how  to  remedy  it,  for  instance  by  applying  
to  have  offensive  content  removed  from  a  social  media  site: 
 
 

• UK  Safer  Internet  Centre  Professionals  Online  Safety  Helpline.  
Tel  08443814772  weekdays  10 am to 4 pm,  email helpline@saferinternet.org.uk.  A  signposting,  
advice  and  mediation service  providing  support  for  education  professionals  on  online  issues  
including  cyberbullying,   sexting,  child protection  and  protecting professional  identity  and  
reputation. 

 
 

• Professionals  Online  Safety  Helpline  (POSH) .  Supports  professionals  working  with  children  
on  online  safety  issues  which  they  face  themselves  or  with children  in  their care.  Accessible  
via  www.hwb.wales.gov.uk   linking  you  back  to  saferinternet.org.uk  (above) 
 
 

• Appendix  to  this  Policy:  Department  for  Education  “Cyberbullying:  Advice  for  headteachers  
and  school  staff.”  November  2014:  Gives  on  pp  5-6  links  to  listed  social  media  sites  and  
contact  numbers  for  mobile  phone  service  providers.   

 
 

• Revenge  Porn  helpline:  help@revengepornhelpline.org.uk tel  08456000459  weekdays  10-4  
Free  confidential  advice  and  assistance  in  getting  content  removed.  Includes  the  SWGfl  
“Whisper”  programme  allowing  email  enquiries without  initially  sharing  personal  information 

 
 

• South  West  Group  for  Learning  Trust  --  SWGfl.  www.swgfl.org.uk.  and 
www.hwb.wales.gov.uk/Resources   Wide  advice,  resources  and  references  on  internet  security  
including  cyberbullying 

 
 
 
7    Enforcement 
 

• Allegations  or  apparent  incidents  of  cyberbullying  will  be  investigated  and  dealt  with  
under  the  School’s  general  anti-bullying  procedures 

mailto:helpline@saferinternet.org.uk
http://www.hwb.wales.gov.uk/
mailto:help@revengepornhelpline.org.uk
http://www.swgfl.org.uk/
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• In  order  to  respond  to  allegations  of  cyberbullying  of  pupils  initiated  off-site,  the  
Head  Teacher  has  power  “to  such  extent  as  is  reasonable”  to  regulate  the  conduct  
of  pupils  when  off-site  or  not  under   the  control  or  charge  of  school  staff  --  and  
this  includes  investigating  such  allegations  and  applying disciplinary  penalties 

 

• Prohibited  items  such  as  mobile  phones  may  lawfully  be  seized,  confiscated  and  
retained  by  the  School  while  investigating  suspected  breaches of  discipline  such  as  
cyberbullying 

 
 

8    Monitoring  Evaluation  and  Review 
 
The  E-Safety  Co-Ordinator is  responsible  for  monitoring  the  implementation  of  this  Policy  
(and  the  E-Safety  Policy)  and  will  evaluate  it  periodically  in  consultation  with  the  Head  
Teacher.  As  part  of  reviewing  the  whole  Anti-Bullying  Policy,  the  Head  Teacher  will  report  
any  significant  developments  to  the  Governing  Body,  who  will  review  this  Policy  annually.. 

 
 

Adopted  by  the  Governing  Body  15  March  2016 
 
Revised  March  2017  to  take  account  of  the  HR  Social  Media  and  E-Safety  Policy 
 
 

Signed    (H.A.Nixon) 
        Head  Teacher 
 
 

     (Julian  Gibson-Watt) 
        Chair  of  Governors 
 
 
Review  every  January  in  conjunction  with  
Anti-Bullying  and  E-Safety  Policies 
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APPENDIX 

      

           

 

Cyberbullying: Advice for headteachers and school staff 

Who is this advice for? 

This is non-statutory advice from the Department for Education for headteachers 
and all school staff on how to protect themselves from cyberbullying and how to 
tackle it if it happens. 

 

Overview 

All forms of bullying (including cyberbullying) should be handled as a community issue 
for the whole school. It is important that schools take measures to prevent and tackle 
bullying among pupils. But it is equally important that schools make it clear that 
bullying of staff, whether by pupils, parents or colleagues, is unacceptable. Evidence 
indicates that one in five (21%) teachers have reported having derogatory comments 
posted about them on social media sites from both parents and children. 

School leaders, teachers, school staff, parents and pupils all have rights and 
responsibilities in relation to cyberbullying and should work together to create an 
environment in which pupils can learn and develop and staff can have fulfilling careers 
free from harassment and bullying. 

Schools can offer support to parents on how to help their children engage safely and 
responsibly with social media, perhaps through a parents’ evening, advice in a school 
newsletter or signposting to other sources of support and advice. Creating a good 
school- parent relationship can help create an atmosphere of trust that encourages 
parents to raise concerns in an appropriate manner. Part of this is making sure that 
parents and carers are aware and understand how to communicate with the school. 
Schools should also make clear that it is not acceptable for pupils, parents or 
colleagues to denigrate and bully school staff via social media in the same way that it is 
unacceptable to do so face to face. 

Schools should encourage all members of the school community including parents to 
use social media responsibly. Parents have a right to raise concerns about the 
education of their child, but they should do so in an appropriate manner. 

 

School staff 

All school staff are in a position of trust, and there are expectations that they will act in 
a professional manner at all times. Here is some key advice for staff which may help 
protect their online reputation: 
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§ Ensure you understand your school’s policies on the use of social media, Childnet’s 

'Using Technology' guide has more information on what to be aware of. 

Do not leave a computer or any other device logged in when you are away from your desk. 
 

§ Enabling a PIN or passcode is an important step to protect you from losing personal data 

and images (or having them copied and shared) from your mobile phone or device if it is 

lost, stolen, or accessed by pupils. 
 

 

§ familiarise yourself with the privacy and security settings of the social media and apps you 

use and ensure they are kept up to date. Advice can be found on the Safer internet advice and 

resources for parents and carers. 

§ It is a good idea to keep a check on your online presence – for example by typing your 

name into a search engine. If there is negative content online it is much easier to deal with 

this as soon as it appears. The UK Safer Internet Centres Reputation minisite has more 

information on this. 

§ Be aware that your reputation could be harmed by what others share about you online, 

such as friends tagging you in inappropriate posts, photographs, or videos. 

§ Consider your own conduct online; certain behaviour could breach your employment code 

of conduct. 

§ Discuss these same issues with close family, friends and colleagues, as you could become 

a target if they do not have security and privacy settings in place. 

§ Do not accept friend requests from pupils past or present. If you feel this is necessary, you 

should first seek guidance from a senior manager. Be aware that your social media friends 

may also be friends with pupils and their family members and therefore could read your 

post if you do not have appropriate privacy settings. 

§ Do not give out personal contact details – if pupils need to contact you with regard to 

homework or exams, always use your school’s contact details. On school trips, staff should 

have a school mobile phone rather than having to rely on their own. 

§ Use your school email address for school business and personal email address for your 

private life; do not mix the two. This includes file sharing sites; for example Dropbox and 

YouTube. 
 

If you are bullied online 

§ You should never respond or retaliate to cyberbullying incidents. You should report incidents 

appropriately and seek support from your line manager or a senior member of staff. 

§ Save evidence of the abuse; take screen prints of messages or web pages and record the 

time and date. 

§ Where the perpetrator is known to be a current pupil or colleague, the majority of cases 

can be dealt with most effectively through the school’s own mediation and disciplinary 

procedures. 

§ Where the perpetrator is known to be an adult, in nearly all cases, the first action should be 

http://www.childnet.com/teachers-and-professionals/for-you-as-a-professional/using-technology
http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/safety-tools-on-online-services
http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/safety-tools-on-online-services
http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/safety-tools-on-online-services
http://workplaces/sites/ctg/a/WorkplaceDocuments/Behaviour%20and%20Bullying%20Team/Cyberbullying/Safer%20internet%20avice%20and%20resources%20for%20teachers-and-professionals%20reputation
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for a senior staff member to invite the person to a meeting to address their concerns, and if 

they have a reasonable complaint, to make sure they know how to raise this appropriately. 

They can request that the person removes the offending comments. 

§ If they refuse, it should be an organisational decision what to do next – either the school or 

you could report the matter to the social networking site if it breaches their terms, or seek 

guidance from the local authority, legal advisers or support from other agencies for example, 

The UK Safer Internet Centre. 

§ If the comments are threatening or abusive, sexist, of a sexual nature or constitute a hate 

crime, you or a representative from the school may consider contacting the local police. 

Online harassment is a crime. 

http://www.saferinternet.org.uk/
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Employers have a duty to support staff and no-one should feel victimised in the workplace. 
Staff should seek support from the senior management team, and their union representative 
if they are a member. 

The Professional Online Safety Helpline is a free service for professionals and volunteers 
working with children and young people, delivered by the UK Safer Internet Centre. The 
helpline provides signposting, advice and mediation to resolve the e-safety issues which staff 
face, such as protecting professional identity, online harassment, or problems affecting young 
people; for example cyberbullying or sexting issues. 

The Safer Internet Centre has developed strategic partnerships with the key players in the 
internet industry. When appropriate, this enables the Professional helpline to seek resolution 
directly with the policy and safety teams at Facebook, Twitter, YouTube, Google, Tumblr, 
Ask.FM, Rate My Teacher and more. 

 

Schools 

Whole-school policies and practices designed to combat bullying, including cyberbullying, 
should be developed by and for the whole school community. All employers, including 
employers of school staff in all settings, have statutory and common law duties to look after 
the physical and mental health of their employees. This includes seeking to protect staff from 
cyberbullying by pupils, parents and other members of staff and supporting them if it happens. 

Schools should develop clear guidance to help protect every member of the school community 
and to ensure that sanctions are appropriate and consistent. This will need to be effectively 
communicated to and discussed with employees, pupils and parents. Kidscape has also 
produced best practice advice and guidelines for professionals. The Diana Award also runs a 
whole school Anti-Bullying Programme, information and good practice can be found at 
www.antibullyingpro.com. 

 

Reporting 

The whole school community should understand reporting routes and responsibilities. Many 
schools will appoint a designated person to deal with bullying while others will distribute 
responsibility among a number of staff. 

 

Acceptable use policies 

Every school should have clear and understood policies in place that include the acceptable 
use of technologies by pupils and staff that address cyberbullying. Agreements on the 
responsible use of technology should include: 

§ Rules on the use of school equipment, software and access routes when used on or off the school 

premises within school hours: for example, internet access, tablets, lap tops and mobile phones. 

§ Acceptable behaviour for pupils and employees, including behaviour outside school: for 

example teachers’ and pupils’ use of social networking services and other sites, so as not to 

harm others or bring the school into disrepute. 

§ School staff should expect the school to react quickly to reported incidents or support the 

member of staff concerned to do so. It is also important that staff who are harassed in this 

way receive support and information enabling them to access appropriate personal support. 

http://www.saferinternet.org.uk/about/helpline
http://www.kidscape.org.uk/advice/advice-for-professionals/
http://www.kidscape.org.uk/advice/advice-for-professionals/
http://www.kidscape.org.uk/advice/advice-for-professionals/
http://www.antibullyingpro.com/
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The school should endeavour to approach  internet providers or other agencies on their behalf 

in order to request that the inappropriate material is removed. The internet provider may only 

accept a request from the victim. However, the school may want to take action if it is on a 

school website or email address. 

§ If it is necessary for the person being bullied to contact the service providers directly, the 

school may provide support. This might apply, for example, in cases of identity theft, 

impersonation or abuse via a mobile phone service. 
 

Useful resources 

The Parent Zone has established a training programme designed to enable schools and 
professionals working with parents to deliver their own sessions on internet safety. They 
also provide innovative resources for schools to help and support parents, particularly 
around e-safety. 

Facebook has produced Empowering Educators support sheet specifically for teachers and 
launched the Bullying Prevention Hub with Yale's Centre for Emotional Intelligence. 

 

Getting offensive content taken down 

If online content is offensive or inappropriate, and the person or people responsible are 
known, you need to ensure they understand why the material is unacceptable or offensive 
and request they remove it. 

Most social networks have reporting mechanisms in place to report content which breaches 
their terms. If the person responsible has not been identified, or does not respond to 
requests to take down the material, the staff member should use the tools on the social 
networking site directly to make a report. 
 
Some service providers will not accept complaints lodged by a third party. In cases of 
mobile phone abuse, where the person being bullied is receiving malicious calls and 
messages, the account holder will need to contact the provider directly. 
 
Before you contact a service provider, it is important to be clear about where the content is; for 
example by taking a screen shot of the material that includes the web address. If you are 
requesting they take down material that is not illegal, be clear to point out how it breaks the 
site’s terms and conditions. Where the material is suspected of being illegal you should contact 
the police directly. 

http://www.theparentzone.co.uk/parenting_digital_age_training_programme/3925
http://www.theparentzone.co.uk/school
https://fbcdn-dragon-a.akamaihd.net/hphotos-ak-xpa1/t39.2365-6/851558_194156617437786_1297828159_n.pdf
https://www.facebook.com/safety/bullying/
https://www.facebook.com/safety/bullying/
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Contact details for social networking sites 

The UK Safer Internet Centre works with the social networking sites to disseminate their 
safety and reporting tools. 

 

Social networking 

site 

Useful links 

Ask.fm Read Ask.fm's 'terms of service' 

Read Ask.fm's safety tips 

Reporting on Ask.fm: 

You do not need to be logged into the site (i.e. a user) to 
report. 

When you move your mouse over any post on someone 
else’s profile, you will see an option to like the post and 
also a drop down arrow which allows you to report the 
post. 

BBM Read BBM rules and safety 

Facebook Read Facebook's rules 

Report to Facebook 

Facebook Safety Centre 

Instagram Read Instagram's rules 

Report to Instagram 

Instagram Safety Centre 

Kik Messenger Read Kik's rules 

Report to Kik 

Kik Help Centre 

Snapchat Read Snapchat rules 

Report to Snapchat 

Read Snapchat's safety tips for parents 

Tumblr Read Tumblr's rules 

Report to Tumblr by email 

If you email Tumblr take a screen shot as evidence and 
attach it to your email 

Twitter Read Twitter's rules 

Report to Twitter 

Vine Read Vine's rules 

Contacting Vine and reporting 

http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/safety-tools-on-online-services
http://ask.fm/about/tos
http://ask.fm/about/safety
http://www.saferinternet.org.uk/content/childnet/safterinternetcentre/downloads/resources/ParentTechBriefing/tech/Parent_tech_briefing__Blackberry.pdf
https://www.facebook.com/communitystandards
https://www.facebook.com/help/181495968648557/
https://www.facebook.com/safety/groups/teens/
http://help.instagram.com/477434105621119/
http://help.instagram.com/477434105621119/
http://help.instagram.com/369001149843369/
http://kik.com/legal/
https://kikinteractive.zendesk.com/entries/23518788-I-m-being-harassed-on-Kik-What-can-I-do-
https://kikinteractive.zendesk.com/home
https://www.snapchat.com/terms
https://support.snapchat.com/
https://www.snapchat.com/static_files/parents.pdf
http://www.tumblr.com/policy/en/community
mailto:support@tumblr.com
https://support.twitter.com/articles/18311
http://support.twitter.com/groups/33-report-a-violation/topics/122-reporting-violations/articles/15789-how-to-report-violations
https://vine.co/rules
https://support.twitter.com/forms/vine


1
2 

 

 

            NEWBRIDGE-ON-WYE  CHURCH-IN-WALES  SCHOOL 

 

           ANTI-CYBERBULLYING  POLICY 
            --------------------------------------------------------- 

 

 

YouTube Read YouTube's rules 

Report to YouTube 

YouTube Safety Centre 

http://www.youtube.com/t/community_guidelines
http://www.youtube.com/yt/policyandsafety/en-GB/reporting.html
http://www.youtube.com/yt/policyandsafety/en-GB/safety.html
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Mobile phones 

All UK mobile phone providers have malicious or nuisance call, text or 
picture message centres set up and have procedures in place to deal 
with such instances. If you are being bullied they will help you to change 
your number if necessary. If you want to prosecute the perpetrator 
contact the police. The mobile provider will work closely with the police 
and can usually trace malicious calls for them. 

 

Service providers: 
 

Service provider From your mobile Pay as you go Pay monthly 
contracts 

O2 4445 or 202 08705 678 678 0870 241 0202 

VodaFone 191 03333 040 191 03333 048 069 

3 333 08433 733 333 08433 733 333 

EE 150 0800 956 6000 0800 956 6000 

Orange 150 07973 100 450 07973 100 150 

T-Mobile 150 07953 966 150 07953 966 150 

Virgin 789 0345 6000 789 0345 6000 789 

BT  08000 328 751 08000 328 751 
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